Improving Security of loT Devices on SDN

By Jonathan Ramirez & Dr. Amir Esmailpour

| |
/
University of New Haven d

Tagliatela College of Engineering
Department of Electrical & Computer Engineering and Computer Science

@

e Fa P

Background Results

SDN is an umbrella term encompassing several kinds of network tech- Image 1 to the right is a fully functioning SDN. From

nologies aimed at making networks as agile and flexible as the image the raspberry pie to the far right is the
web server, an RYU controller to the left of that,
SDN openvswitch 2, then SDN openvswitch 0, SDN

openvswitch 1 on the far left.

the virtualized server and storage infrastructure of the modern data
center. It allows network engineers and administrators to respond
quickly to changing business demands. IOT is a rapidly growing network
of physical devices often made up of sensors and actuators embedded Image 2, the website on the left

in physical devices, which are linked through wired and wireless net- Controlled the IOT device seen in Image 3.

works, often using the same IP that connects the Internet. The information that was entered on the website,
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. communicated with the database, Image 4. Some
Materlals and MEthOd Image 3: Internet of Things Device of the code need for the communication of the da- Futu re Work

. 5 Raspberry Pies Model B tabase is below, Image 5. This small section of code

made the initial connection between the database . Compare encryption algorithms

. 10 USB to ethernet adapters _
and website. . Enable more loT devices on network

. Router . .
. Secure devices over multiple networks

. WIFI enabled Arduino used to make an IOT Device

- | I X
Lo o S~ | _ . Look at an IoT mesh network
. e it ormat’  View £
. RGB led strip poreie : ;
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First one raspberry pie was used as a RYU controller. Then three raspberry pies $mysq]_password — Traspherry”;
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Were Setup as d SDN SWItCh Wlth the ﬁrSt belng d WIFI aCCesSsS pOInt as We” as d $1n=1ysg'l'i =_|t:IE'|.'.|' mysqli($mysgl_hostname, $mysqgl_username,$mysql_password, $mysql_database, Smysql_port); S o)
SW|tCh Then the ﬁﬁ:h p|e Wwas made into a Webserver and MySQL database ; . WSEE;;}EEQ?-?EE_EEPEEE'IHEE'E to MysgL: (" . $mysqli->connect_errno . ") " . $mysgli->connect_error; o e e
. . echo $mysqgli-=host_info . "\n";
Last the 10T device was made which was connected to the network and com- 7> . ’
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municated with a database to update values on the device. The device values MAge 2: ZONNEEE PP 5Eib
were changed by accessing a website which changed the values on the data-
base. © .
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